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GRADE 8

Being A[aVe of WhaX YoY ShaVe

How can you protect your privacy when you're online?

OVERVIEW

KidW WhaVe a loX of infoVmaXion [heneZeV Xhe] go online -- WomeXimeW on pYVpoWe, WomeXimeW noX. BYX do Xhe] YndeVWXand XhaX online pViZac] iWn'X jYWX [haX Xhe] Wa] and poWX? Help ]oYV WXYdenXW leaVn

aboYX XheiV digiXal fooXpVinXW and Xhe WXepW Xhe] can Xake Xo Whape [haX oXheVW ænd and Wee aboYX Xhem.

See Xhe U.K. ZeVWion of XhiW leWWon plan

Learning Objectives:

Key Vocabulary:

cookies

Wmall Xe\X æleW WXoVed on a compYXeV XhaX keep XVack of [haX a peVWon doeW on a [ebWiXe

opt out

Xo chooWe Xo noX paVXicipaXe in WomeXhing

privacy

pVoXecXion fVom being obWeVZed oV XVacked b] oXheVW, inclYding Xhe goZeVnmenX, Xhe pYblic, oV WelecXed indiZidYalW oV gVoYpW

privacy policy

a legal docYmenX XhaX an app oV [ebWiXe mYWX pVoZide [hich deWcVibeW [haX YWeV infoVmaXion Xhe] collecX and ho[ Xhe] YWe iX

privacy settings

choiceW a [ebWiXe oV app pVoZideW YWeVW aboYX [haX infoVmaXion iW collecXed and ZiWible Xo oXheVW

terms of service

a legal docYmenX XhaX an app oV [ebWiXe mYWX pVoZide [hich deWcVibeW Xhe VYleW XhaX Xhe compan] and YWeVW mYWX obe] [hen Xhe] YWe Xhe app

Key Standards Supported

Common Core ELA

L.8.1, L.8.2, L.8.2c, L.8.3, L.8.4, L.8.6, RI.8.1, RI.8.2, RI.8.4, RI.8.10, SL.8.1, SL.8.1a, SL.8.1b, SL.8.1c, SL.8.1d, SL.8.2, SL.8.3, SL.8.4, SL.8.6, W.8.4, W.8.10

CASEL

1a, 1b, 1c, 1d, 1e, 2a, 2b, 2c, 2d, 2e, 2f, 3a, 4a, 4b, 4c, 4d, 5a, 5b, 5c, 5d, 5e, 5f

AASL

I.A.1, I.A.2, I.B.1, I.B.2, I.B.3, I.C.1, I.D.1, I.D.2, I.D.3, I.D.4, II.A.1, II.A.2, II.B.1, II.B.2, II.B.3, II.C.1, II.C.2, II.D.1, II.D.2, II.D.3, III.A.1, III.A.2, III.B.1, III.B.2, III.C.1, III.C.2, III.D.1, III.D.2, IV.B.2,

IV.B.4, V.A.2, V.A.3, V.C.1, V.C.3, V.D.1, V.D.2, VI.A.1, VI.A.2, VI.A.3, VI.D.1, VI.D.2, VI.D.3

ISTE

2a, 2b, 2d

ReçecX on Xhe concepX of pViZac], inclYding [haX Xhe] feel comfoVXable WhaVing and [iXh [hich people.-

Anal]^e diffeVenX [a]W XhaX adZeVXiWeVW collecX infoVmaXion aboYX YWeVW Xo Wend Xhem XaVgeXed adW.-

IdenXif] WXVaXegieW foV pVoXecXing XheiV pViZac], inclYding opXing oYX of Wpeciæc feaXYVeW and anal]^ing app oV [ebWiXe pViZac] policieW.-

eW
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)
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What YouÙll Need

Some VeWoYVceW belo[ aVe aZailable in SpaniWh

Classroom resources

Take-home resources

Lesson Plan

WaVm Up: Private Minds 10 minW.

Before the lesson: AW an opXional acXiZiX] befoVe Xhe leWWon, haZe WXYdenXW compleXe Xhe Sticky Situation WXoV]line in Digital Compasså b] Common SenWe EdYcaXion. ThiW [ill help inXVodYce ke]

concepXW of XhiW leWWon. To Wee moVe, check oYX Xhe Digital Compass Educator Guide.

1. Project Slide 4 and aWk: WLaX HS ]SY XLMRO SJ XLMW QIQI? DS ]SY XLMRO MX'W JYRR]? Call on WXYdenXW Xo WhaVe. PoinX oYX and conæVm XhaX Xhe boXXom image Who[W Womeone'W VeacXion Xo leaVning XhaX XheiV

mind [aW being Vead!

2. Say: EZIR XLSYKL QMRH VIaHMRK QMKLX WIIQ PMOI a VIaPP] GSSP TS[IV JSV WSQISRI XS LaZI, MX aGXYaPP] [SYPH FI TVIXX] WGaV] JSV IZIV]SRI IPWI. WI aPP LaZI XLSYKLXW XLaX [I HSR'X MRXIRH SV [aRX SXLIVW XS ORS[. TLIWI

aVI SYV TVMZaXI XLSYKLXW, aRH [I'H TVSFaFP] JIIP IQFaVVaWWIH SV ZYPRIVaFPI MJ WSQISRI IPWI ORI[ XLIQ. NSX WLaVMRK SYV TVMZaXI XLSYKLXW MW aR I\aQTPI SJ TVMZaG], [LMGL MW TVSXIGXMSR JVSQ FIMRK SFWIVZIH SV XVaGOIH

F] SXLIVW. TLMW MRGPYHIW TVSXIGXMSR JVSQ SXLIV TISTPI aW [IPP aW KVSYTW SJ TISTPI, PMOI GSQTaRMIW, XLI KSZIVRQIRX, SV XLI KIRIVaP TYFPMG. (Slide 5) LIKaPP], [I aPP LaZI GIVXaMR VMKLXW VIPaXIH XS TVMZaG].

3. Ask: CaR ]SY XLMRO SJ I\aQTPIW SJ XLMRKW XLaX TISTPI QMKLX [aRX XS OIIT TVMZaXI -- IMXLIV JVSQ IZIV]SRI SV JVSQ WTIGMéG TISTPI?

Call on WXYdenXW Xo VeWpond. If WXYdenXW aVe VelYcXanX Xo WhaVe, pVoZide e\ampleW:

E\plain XhaX people haZe diffeVenX boYndaVieW [hen iX comeW Xo [haX Xhe] WhaVe [iXh oXheVW. Some people feel comfoVXable WhaVing a loX [iXh oXheVW, [hile oXheVW don'X WhaVe a loX [iXh an]one, eZen

XheiV cloWe famil].

4. Say: WLIR ]SY aVI SRPMRI, TVMZaG] FIGSQIW QSVI GSQTPMGaXIH. YSY GaR GLSSWI XLI [IFWMXIW ]SY KS XS aRH [LaX MRJSVQaXMSR ]SY HIGMHI XS WLaVI [MXL SXLIVW, PMOI SR WSGMaP QIHMa. BYX, HITIRHMRK SR XLI HIZMGI, aTT, SV

[IFWMXI ]SY'VI YWMRK, ]SYV [SVHW aRH aGXMSRW aVI SJXIR FIMRK GSPPIGXIH aRH XVaGOIH. TSHa], [I'VI KSMRK XS XaPO aFSYX LS[ ]SY GaR FIXXIV YRHIVWXaRH [LaX MRJSVQaXMSR MW FIMRK GSPPIGXIH aRH YWIH aFSYX ]SY SRPMRI,

TaVXMGYPaVP] F] GSQTaRMIW.

E\ploVe: Just for You 10 minW.

1. Say: WI'VI KSMRK XS FIKMR F] PSSOMRK aX a WGIRaVMS. DiWXVibYXe Xhe Ad Detective Student Handout and haZe a WXYdenX Vead Xhe WcenaVio aloYd. AWk: WLaX HS ]SY XLMRO aFSYX XLMW WGIRaVMS [MXL KIIX? HS[ [SYPH

]SY JIIP MJ XLMW LaTTIRIH XS ]SY?

Call on WXYdenXW Xo VeWpond. Follo[ Yp b] aWking if XheiV feelingW [oYld change if Xhe adW [eVe foV WomeXhing beWideW WhoeW. AWk: WLaX MJ ]SYV FIWX JVMIRH QSZIH XS aRSXLIV GSYRXV] aRH aPP SJ a WYHHIR ]SY

WXaVXIH WIIMRK aHW JSV TPaRI XMGOIXW XS XLaX GSYRXV]? SXYdenXW ma] Wa] Xhe]'Ve leWW comfoVXable [iXh XhaX becaYWe Xhe adW aVen'X baWed on XheiV Whopping hiWXoV] bYX on WomeXhing moVe peVWonal.

2. Say: CSQTaRMIW TPaGI aHW SRPMRI FaWIH SR IZIV]XLMRK XLI] ORS[ aFSYX ]SY. IX QMKLX FI FaWIH SR MRJSVQaXMSR ]SY TVSZMHIH [LIR ]SY WMKRIH YT. OV MX QMKLX FI FaWIH SR WSQIXLMRK ]SY WIaVGLIH JSV, PSSOIH aX, PMOIH, SV

TSWXIH [LMPI YWMRK XLI aTT. IX'W aPWS FaWIH SR MRJSVQaXMSR XLI] KIX aFSYX LS[ ]SY YWI XLI aTT: LS[ SJXIR ]SY YWI MX, [LaX XMQI SJ Ha], IXG. TLI [IFWMXIW aRH aTTW ]SY YWI -- aRH XLI HIZMGIW ]SY YWI XLIQ SR -- GaR

GSPPIGX a PSX SJ MRJSVQaXMSR aFSYX ]SY. CSQTaRMIW XLIR XV] XS XaVKIX ]SY [MXL aHW SV GSRXIRX XLaX GaR aTTIaV MR HMJJIVIRX TPaGIW.

3. Direct WXYdenXW Xo go back Xo XheiV handoYXW and [oVk in paiVW Xo anW[eV Question 1.

4. Call on WXYdenXW Xo WhaVe XheiV VeWponWeW. The] ma] coVVecXl] idenXif] XhaX [LIR KIIX [IRX XS XLI SRPMRI WXSVI, MX [aW PMOIP] XVaGOIH F] XLI WIaVGL IRKMRI aRH LMW HIZMGI. And [LIR LI TSWXIH XLI PMRO SR WSGMaP

QIHMa, MX [aW PMOIP] XVaGOIH F] LMW WSGMaP QIHMa aTT.

NI\X, PIX'W HMZI HIITIV MRXS LS[ XLMW aPP [SVOW aRH LS[ ]SY GaR TVSXIGX ]SYV S[R TVMZaG].

Anal]^e: Protecting Your Privacy 20 minW.

LeWWon SlideW-

Ad DeXecXiZe HandoYX TeacheV VeVWion-

LeWWon QYi^-

Famil] TipW-

Famil] AcXiZiX]-

Famil] EngagemenX ReWoYVceW-

NSX WLaVMRK ]SYV XVYI XLSYKLXW FIGaYWI ]SY HSR'X [aRX XS LYVX WSQISRI'W JIIPMRKW (Qa]FI ]SY WIGVIXP] HSR'X PMOI GVaRHQa'W JaQSYW TYQTOMR TMI!).-

NSX WLaVMRK [MXL ]SYV TaVIRXW GIVXaMR XLMRKW ]SY XaPO aFSYX [MXL ]SYV FIWX JVMIRH.-

CIVXaMR TIVWSRaP TVIJIVIRGIW ]SY [SYPHR'X [aRX SXLIVW XS ORS[.-
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1. Project Slide 6 and aWk: HaW aR]SRI WIIR a WGVIIR PMOI XLMW FIJSVI? WLaX MW MX? Call on WXYdenXW Xo VeWpond. ClaVif] XhaX iX iW a Wign-Yp WcVeen foV SnapchaX, an app XhaX man] of Xhem ma] kno[ aboYX. Follo[

Yp b] aWking: WLIR WSQISRI WMKRW YT JSV aRH YWIW SRaTGLaX, [LaX MRJSVQaXMSR HS ]SY XLMRO XLI] aVI WLaVMRK? WLS aVI XLI] WLaVMRK MX [MXL?

Call on WXYdenXW Xo VeWpond. Sample WXYdenX VeWponWeW:

ConæVm XhaX all of XhoWe XhingW geX WhaVed [iXh SnapchaX and XhaX Xhe æVWX [a] Xo pVoXecX ]oYV infoVmaXion iW Xo YndeVWXand [haX companieW aVe collecXing aboYX ]oY. If XheVe'W WomeXhing XhaX WXYdenXW

don'X [anX companieW oV oXheVW Xo kno[ aboYX, Xhe] WhoYldn'X pVoZide oV poWX iX.

2. Say: CSQTaRMIW KIX MRJSVQaXMSR aFSYX ]SY F] XVaGOMRK [LaX ]SY HS. ORI [a] XLI] HS XLMW MW F] YWMRK GSSOMIW. A GSSOMI MW a WQaPP XI\X éPI TPaGIH SR ]SYV HIZMGI F] XLI WMXIW ]SY ZMWMX. IX aPPS[W GSQTaRMIW XS GSPPIGX

MRJSVQaXMSR aFSYX ]SY aRH [LaX ]SY HS [LMPI ]SY aVI SR XLIMV WMXI. CSQTaRMIW YWI XLMW MRJSVQaXMSR XS PIaVR ]SYV TVIJIVIRGIW WS XLI] GaR QaOI VIGSQQIRHaXMSRW SJ XLMRKW ]SY'PP PMOI aRH QaOI MX IaWMIV JSV ]SY XS YWI

XLIMV WMXI, aRH XLI] aPWS Qa] WIPP XLMW MRJSVQaXMSR XS aHZIVXMWIVW aRH SXLIV GSQTaRMIW. (Slide 7)

AWk: IR KIIX'W WGIRaVMS, LS[ QMKLX a GSSOMI LaZI LIPTIH aHZIVXMWIVW éKYVI SYX [LaX LI [aW MRXIVIWXIH MR?

Call on WXYdenXW Xo VeWpond. If neceWWaV], claVif] XhaX [hen KeeX [enX Xo Xhe online WXoVe ZapW, Xhe] YWed cookieW Xo XVack [haX he Whopped foV. ThaX infoVmaXion [aW Xhen WhaVed [iXh adZeVXiWeVW, [ho

YWed iX Xo place adW in Xhe appW and [ebWiXeW XhaX he YWeW.

3. Project Slide 8 and Wa]: IJ ]SY'VI RSX GSQJSVXaFPI [MXL XLMW OMRH SJ XVaGOMRK, ]SY GaR XYVR GSSOMIW SJJ MR ]SYV FVS[WIV WIXXMRKW. YSY GaR YWYaPP] éRH XLI WIXXMRK MR XLI TVMZaG] WIXXMRKW. YSY WLSYPH ORS[ XLaX XLMW QMKLX

aJJIGX ]SYV FVS[WMRK I\TIVMIRGI, aW GSSOMIW aPWS LIPT XLI [IFWMXI aYXSQaXMGaPP] ORS[ LIPTJYP XLMRKW aFSYX ]SY, PMOI ]SYV PSGaXMSR SV TVIJIVIRGIW.

4. Project Slide 9 and aWk: LIX'W XaPO aFSYX aRSXLIV XMT JSV TVSXIGXMRK ]SYV TVMZaG]. WLaX HS XLIWI WGVIIRW WLS[? WLaX GSYPH ]SY YWI XLIQ JSV? Call on WXYdenXW Xo VeWpond. The] ma] coVVecXl] idenXif] XheWe

WcVeenW aW WeXXingW WcVeenW.

Sa]: MSWX aTTW LaZI WIXXMRKW ]SY GaR aHNYWX, aRH XLIWI aVI WGVIIRWLSXW SJ XLI WIXXMRKW WGVIIRW MR SRaTGLaX. WMXLMR aR aTT'W WIXXMRKW, XLIVI aVI YWYaPP] TVMZaG] WIXXMRKW, [LMGL aVI GLSMGIW a [IFWMXI SV aTT KMZIW ]SY

aFSYX [LaX MRJSVQaXMSR MW ZMWMFPI XS SXLIV YWIVW aRH XLMVH TaVXMIW. YSY GaR YWYaPP] YWI XLIWI WIXXMRKW XS STX SYX SJ WSQI SJ XLI [a]W XLaX XLI aTT WLS[W aRH WLaVIW ]SYV HaXa. OTXMRK SYX QIaRW GLSSWMRK RSX XS

TaVXMGMTaXI MR WSQIXLMRK. (Slide 10)

5. Go back Xo Slide 9 and aWk: WLaX QMKLX ]SY GPMGO SR MR XLIWI WGVIIRWLSXW XS WII SV aHNYWX ]SYV TVMZaG] WIXXMRKW?

Call on WXYdenXW Xo VeWpond and WYppoVX Xhem Xo coVVecXl] idenXif] Xhe "WHO CAN ß " WecXion and VeZie[ Xhe iXemW in iX. PVojecX Slide 11 Xo conæVm XipW foV pVoXecXing pViZac].

6. Project Slide 6 again and Wa]: ARSXLIV [a] ]SY GaR TVSXIGX ]SYV TVMZaG] MW F] PSSOMRK aX [LaX ]SY'VI aKVIIMRK XS [LIR ]SY WMKR YT. DiVecX WXYdenXW' aXXenXion Xo Xhe æne pVinX aboZe Xhe "Sign Up & AccepX"

bYXXon. PoinX oYX Xhe X[o [oVdW in bold: "PViZac] Polic]" and "TeVmW of SeVZice." Sa]: TLIWI X[S XIVQW aVI MQTSVXaRX! TLI] aGXYaPP] XIPP ]SY IZIV]XLMRK ]SY'VI aKVIIMRK XS, PIKaPP], [LIR ]SY aKVII XS YWI XLI aTT.

A TVMZaG] TSPMG] HIWGVMFIW [LaX YWIV MRJSVQaXMSR XLI aTT SV [IFWMXI GSPPIGXW aRH LS[ XLI] YWI MX. TLI XIVQW SJ WIVZMGI HIWGVMFI XLI VYPIW XLaX XLI GSQTaR] aRH YWIVW QYWX SFI] [LIR XLI] YWI XLI aTT. (Slide 12) TLIWI

HSGYQIRXW aVI YWYaPP] TVIXX] PSRK aRH WSQIXMQIW HMJéGYPX XS YRHIVWXaRH. TLI] aVI PIKaP aKVIIQIRXW YWIVW STX MR XS.

7. Say: RIQIQFIV XLI [SVH ASK [LIR ]SY'VI PSSOMRK aX a TVMZaG] TSPMG].

ReZie[ Xhe acVon]m ASK on Slide 13 and e\plain XhaX b] ænding oYX XheWe pieceW of infoVmaXion, WXYdenXW can make an infoVmed deciWion aboYX YWing Xhe app oV opX oYX of ceVXain kindW of XVacking.

WVap Up: Take Action 10 minW.

1. Project Slide 14 and VeZie[ Xhe ænal Xip foV pVoXecXing pViZac]. AWk: BaWIH SR XLIWI XMTW, [LaX HS ]SY XLMRO KIIX GSYPH LaZI HSRI MJ LI [aRXIH XS TVSXIGX LMW TVMZaG] QSVI? GS FaGO XS ]SYV LaRHSYX aRH aRW[IV

QYIWXMSR 2.

Call on WXYdenXW Xo WhaVe oYX XheiV anW[eVW. RefeV Xo Xhe Teacher Version.

2. Ask: WLaX MRJSVQaXMSR aVI ]SY OK [MXL ]SYV HIZMGIW, aTTW, aRH [IFWMXIW GSPPIGXMRK? DSIW MX HITIRH? Take XYVnW WhaVing [iXh ]oYV paVXneV.

Call on WXYdenXW Xo VeWpond. PVompX WXYdenXW Xo idenXif] Wpeciæc pieceW of infoVmaXion Xhe]'Ve OK [iXh WhaVing aW [ell aW infoVmaXion Xhe]'Ve noX OK [iXh WhaVing. And aWk Xhem Xo conWideV [heXheV

Xhe beneæXW and impoVXance of Xhe deZice, [ebWiXe, oV app facXoVW in Xo XheiV Xhinking. (FoV inWXance, do Xhe] need XheiV locaXion XVacked if Xhe app doeWn'X depend on iX Xo fYncXion?)

3. Direct WXYdenXW Xo compleXe QYeWXion 3 on XheiV handoYXW. CollecX handoYXW Xo aWWeWW WXYdenX leaVning.

4. HavecWXYdenXW compleXe Xhe Lesson Qui^. Send home Xhe Family Activity and Family Tips.

AddiXional ReWoYVceW:

1. Extend the lesson: HaZe WXYdenXW appl] [haX Xhe] haZe leaVned b] compleXing Xhec"Social Media Privacy" Activitycon TeWXDViZe, a Wocial media WimYlaXoV. SXYdenXW go XhVoYgh a Welf-gYided acXiZiX] Xo

VeinfoVce ke] concepXW and pVacXice managing pViZac] WeXXingW online. FoV moVe infoVmaXion, do[nload XhecSocial Media TestDrivecEducator Guide.

2. Extend the lesson:cPVoZide WXYdenXW [iXh a link Xo a pViZac] polic], WYch aW XhoWe foV Snapchat oV FSVXRMXI, and haZe Xhem compleXe a ScaZengeV HYnX Xo ænd Wpeciæc infoVmaXion WYch aW:

infoVmaXion VeqYiVed dYVing Wign-Yp (RaQI, TLSRI RYQFIV, aRH FMVXLHa])-

"WnapW" oV conXenX XhaX Xhe YWeV cVeaXeW, [hich mighX be WhaVed [iXh SnapchaX oV [iXh fViendW of Xhe YWeV-

XhingW ]oY bVo[We [hen ]oY'Ve YWing Xhe app-

]oYV locaXion-

[haX daXa Xhe app oV [ebWiXe collecXW-

[haX daXa iW collecXed fVom XhiVd paVXieW-

[haX daXa iW WhaVed [iXh XhiVd paVXieW-

ho[ long YWeV daXa iW WXoVed-
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l Common SenWe Media. LeWWonW aVe WhaVeable [iXh aXXVibYXion foV noncommeVcial YWe onl]. No Vemi\ing peVmiXXed. Vie[ deXailed licenWe infoVmaXion aX

cVeaXiZecommonW.oVg.
LeWWon laWX YpdaXed: SepXembeV 2021


